Resolution to fix untrusted server connection when remote accessing
VPC.

If you are using devices which the SSL certificate store is not up-to-date, you may need
to install and trust the VPC certificate to your device. For example, it may happen on
macOS version 14 or before.

Please refer to the step below on how to install and trust the VPC certification to device
running on macQOS.

1. Goto https://www.digicert.com/kb/digicert-root-certificates.htm#roots
2. Download DigiCert TLS RSA4096 Root G5 DER/CRT
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digicert' TLS/SSL PKI loT Solutions About Support @G P A

Root Certificates

G5 root certificates
Name Details

Valid until: 14/Jan/2046
DigiCert TLS ECC P384 Root G5 Serial #: 09.E0:03:65ACF7:D%:C8:89.3E:1 C:0B:04:2A2E:F3
SHAT Fingerprint: 17.F3.DE:SE9F.0F19.£9 8EF6:1F.32:26:6E.20.C4:07-AES0EE
SHA256 Fingerprint: 01:8E13:F0:77:25:32:CF.80:98:01:81:72:81:86:72:63:FC:48:C6:E1:38:E9:06:98:12:65:44:4:06:1 B:05
Demo Sites for Root: Active Certificate expired revoked

Download PEM | Download DER/CRT

Valid until: 14/Jan/2046
DigiCert TLS RSA4096 Root G5 Serial #: 08:F9:B478A8FATE DA'GA:33:37.89.DE:7C.CF8A
SHA1 Fingerprint: A7.86:43.DC:50:7C 75:6C:8CDE:39:08:56:53 AADO:B2A571:35

Download P SHA256 Fingerprint: 371A00:0C:05:33:88.72:1A7EEB:A0ES41:9E:70:79:9D:2B:0A.0F:2C.1 D:80:69:31 65:F 7:CECAAD.75
Demo Sites for Root: Active Certificate expired revokec
Valid until: 14/Jan/2046
DigiCert CS ECC P384 Root G5 Serial # 03698FE7120519F3 CEDTFD 781 6430:11
Download PEM | Download DER/CRT SHA1 Fingerprint: 84:35:7311:24:36:31:93.44 ES E4ECAB.COF26CTC.05:40:07

SHAZ256 Fingerprint: 26:05:6AD2-20:80:1E:98:15:2F 66:85:3B:F4:79:7C BE BY:55:2C1 F.3F:47-72:51 EB.CB AEFE7:97 BF

Valid until: 14/Jan/2046
DigiCert CS RSA4096 Root G5 Serial #: 06:CEE1:31:BE6D:55:CB07:F7-CO.CTFB:A4E620
Download PEM | Download DER/CRT SHA1 Fingerprint: SEEE:D86F A3 7C67:52:30:64:2F:55C8:4DDB:F6:7C:D3:3C:80
SHA256 Fingerprint: 73:53:86:06:C2 D6:DA42:47.77:3F:3F 0700 75DECB:51:34:21:2B EA DD 92 6E F1:F461:15:26:09:41

3. Install the certificate by double click


https://www.digicert.com/kb/digicert-root-certificates.htm#roots
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[) DigiCertTLSRSA4096R00tG5.crt 1KB certificate Today at 11:25 AM

4. Add the certificate to System
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Add Certificates

Do you want to add the certificate(s) from the file
“DigiCertTLSRSA4096Ro0tG5.crt” to a keychain?

New root certificates should be added to the login keychain for the

current user, or to the System keychain if they are to be shared by all
users of this machine.

Keycha

View Certificates Cancel

5. Open Keychain Access and search the certificate DigiCert TLS RSA4096 Root G5



| NN ) Keychain Access U ®@ a

Default Keychains Allitems = Passwords Secure Notes My Certificates Keys Certificates
o login
DigiCert TLS RSA4096 Root G5
o Local Items Root certificate authority
Expires: Monday, 15 January 2046 at 7:59:59 AM Hong Kong Standard Time
System Keychains @ This certificate is valid
A System
@ System Roots Name ~  Kind Date Modified Expires Keychain
|z) Comsign Global Root CA certiticate -- 16 Jul 2036 at 6:24:55PM  System Roots
[=:] D-TRUST Root CA 3 2013 certificate - 20 Sep 2028 at 4:25:51PM System Roots
|=] D-TRUST Root Class 3 CA 22009 certificate - 5 Nov 2029 at 4:35:58 PM  System Roots
[=2] D-TRUST Root...ss 3 CA 2 EV 2009 certificate -- 5 Nov 2029 at 4:50:46 PM  System Roots
=] Developer ID Certification Authority certificate - 2 Feb 2027 at 6:12:15AM  System Roots
|=2] DigiCert Assured ID Root CA certificate - 10 Nov 2031 at 8:00:00 AM System Roots|
|=] DigiCert Assured ID Root G2 certificate -- 15 Jan 2038 at 8:00:00PM System Roots
|| DigiCert Assured ID Root G3 certificate -- 15 Jan 2038 at 8:00:00PM System Roots|
|2 DigiCert Global Root CA certificate - 10 Nov 2031 at 8:00:00 AM System Roots
|=2] DigiCert Global Root G2 certificate -- 15 Jan 2038 at 8:00:00PM System Roots
| DigiCert Global Root G3 certificate -- 15 Jan 2038 at 8:00:00PM System Roots
|=] DigiCert High...surance EV Root CA certificate -- 10 Nov 2031 at 8:00:00AM System Roots
|=Z] DigiCert SMIME ECC P384 Root G5 certificate -- 15 Jan 2046 at 7:59:59 AM System Roots
|| DigiCert SMIME RSA4096 Root G5 certificate -- 15 Jan 2046 at 7:59:59 AM System Roots
|=2] DigiCert TLS ECC P384 Root G5 certificate - 15 Jan 2046 at 7:59:59 AM  System Roots|
B DigiCert TLS RSA4096 Root G5 certificate -- 15 Jan 2046 at 7:59:59 AM System Roots|
| = DigiCert Trusted Root G4 certificate - 15 Jan 2038 at 8:00:00PM System Roots
|=] emSign ECC Root CA - G3 certificate -- 19 Feb 2043 at 2:30:00 AM System Roots

6. Double click the certificate and trust all



| NN DigiCert TLS RSA4096 Root G5

—— DigiCert TLS RSA4096 Root G5

%ffy;m/ﬂ Root certificate authority

TR 1_,# Expires: Monday, 15 January 2046 at 7:569:59 AM Hong Kong Standard Time
@ This certificate is valid

Trust

)

When using this certifigdte: Always Trust

Secure Sockets Layej (SSL)
Secure Mail ($/MIME)
Extensible Authenticaticn (EAP)
IP Securityi(IPsec)

Code Signing

X.509 Basic Policy

Details
Subject Name
Country or Region US
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Always Trust
Always Trust
Always Trust
Always Trust
Always Trust
Always Trust

Always Trust

Organisation DigiCert, Inc.
Common Name DigiCert TLS RSA4096 Root G5

7. Theinstallation has been completed. Please retry the VPC remote access by
visiting https://go.vpc.hku.hk (for staff) or https://go.vlab.hku.hk (for students).
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